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Introduction: What is GenRMS Professional?

GenRMS Professional (GenRMS Pro) is a powerful application which allows remote management and
control of ATMs from a PC.

GenRMS functions through two programs, the primary being a ‘Server’ application which sends and
receives all communication from the ATMs and stores collected information to a database.

The GenRMS Client application is the front end where you can view the ATMs and related data as well as
request ‘jobs’ to be run where specific data is pulled from or sent to the ATMs.

You have one instance of GenRMS Server, which requires a product license and can support an
unlimited number of ATMs — and you can have any number of RMS Client applications installed allowing
any number of ATMs to be reached by a virtually unlimited number of people, and with a public (static)
IP address or VPN, from virtually anywhere.

The features of GenRMS Professional include:

e Real —time access to ATM settings, statuses, and reports which can be updated at any time

e Remote management of your ATMs and the ability to perform many ATM functions, including
downloading Journals and Transaction Reports, quickly and easily.

e Receive SMS (text) and Email Alerts to report change in service status or low cash, with both
general and specific contacts for each ATM

e Access to ATM Setup settings including Messages, Receipt Headers, Bill Count and most ATM
programming.

e Scheduled functions and check-ins for ‘in-bound’ only’ ATMs.

e Manipulation of BIN Lists and Custom Advertisements directly from within the GenRMS
program.

e The ability to organize and group machines by type, location or custom lists.

e Remote Rebooting and updating of ATM software.
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GenRMS Professional and System Requirements

GenRMS Professional is comprised of two programs, and a database, which are all necessary for a
functioning system.

* GenRMS Service Manager (Server)
*GenRMS Client

The GenRMS Service Manager is the program which handles communication between the ATMs and the
database. This application requires a Windows PC (physical or virtual) and requires a license key to
operate.

The GenRMS Client is the program which acts as a console to allow users access to the data and view the
ATMs being monitored.

You can also have any number of 'Client' computers running the GenRMS Client program. This allows
multiple users in your office to share access to the same ATM data. Clients connect to the RMS Server
PC via the Server’s IP address. If you wish to access your RMS Server outside of your company or private
network, then you will need to set up a "public" IP address for your Server PC.

System Requirements

e GenRMS Pro requires a Windows PC (physical or virtual).

e Supported Operating Systems are Windows 7 and Windows 10

e Note that Windows 2008 Server (R2) is supported however it requires SQL2008 which we do not
include (see Microsoft support site for SQL2008-Express)

e GenRMS does not use a lot of CPU or RAM — so if your PC supports Windows 7 or 10 it should be
sufficient to support GenRMS.

Your PC should have an Internet connection, and a dial-up / telephone modem if you intend on
connecting to ATMs currently on dial-up.

It is recommended that the RMS Server PC is left powered on at all times to receive any incoming alerts
from the machines you are monitoring. Change your Power Management settings to prevent the PC
from sleeping.

Anti-Virus Software

GenRMS will automatically create rules within Windows Defender to open the necessary ports for the
program to function — however Anti-Virus applications including Norton and Mcafee will detect GenRMS
as a threat and require you to manually exclude the application. Check with your Anti-Virus software
manufacturer for how best to do that.
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Planning Your RMS Installation

The following topics are important to consider before installing RMS and for planning how you will be
setting up your GenRMS Pro Server and ATM network.

Database

GenRMS Pro requires a database to store all the information collected from the ATMs.

Included with GenRMS is a copy of Microsoft SQL Express 2012 — this ‘free’ version of the database
program SQL allows a maximum database size of 10GB. Generally this is sufficient for most users,
however if you have a large amount of ATMs and you’re saving all the journal records along with the
generated log files, it’s possible to exceed that database size restriction. If that occurs, there are two
options.

1) Purchase a Microsoft SQL License — this will remove the database size restriction and you can collect
as much data as your hard drive allows. If you already have a corporate SQL license, you can point RMS
to create its database there and not use the SQL Express version included.

2) Use the Database purge tools in GenRMS Pro to periodically delete Log files, Job results and older
Journal records which are no longer needed. This process can be done manually or set up as a
scheduled event.

Database management tools are found in the GenRMS Server toolbar — with the cylinder icons.

£* GenRMS Server 2.5.11 - PROFESSIONAL - *

41

GenRMS Server 2.5.11 - PROFESSIONAL

L_@_l Genmega Inc. 2019

Firewall

If your company or private network (LAN) is protected by a Firewall, you will need to work with your IT
staff or Internet provider to open certain ports in your Firewall to allow the ATMs and GenRMS server to
communicate.

GenRMS Server connecting to the ATM requires port 18456
ATM connecting to GenRMS requires port 18458 (TCP) or 18450 (SSL)
Internal communication between GenRMS Server and any Client PCs requires ports 18471 and 18472.
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Communication

It’s important to understand how RMS communicates with your ATMs — specifically, what are the
limitations and the best way to program your terminals in case you ever need to move your internet
provider or your RMS computer.

Your ATMs are generally connected to the internet — either by internet provided by the location, or by a
wireless / cellular box. Some machines may still be connected via dial-up modem (phone line).

There are some terms to understand when explaining how your ATMS can be connected to RMS.

IP_ Address — This is the ‘address’ of a device or computer on a network or on the internet. Think of this
like the number on your house, or your cell phone number —it’s how you send data to a specific device
across the internet or a network.

Static IP Address - this is a ‘Public’ IP address that is assigned by your internet provider, that will not

change, and can be access from anywhere. Your RMS computer MUST have a static IP address in order
for your ATMs to be able to reach the computer from all their individual locations.

Private IP Address — when you have broadband internet at your business or home or ATM locations —

there is an internet router or modem that provides internet to all the devices on your network. To
identify them all individually, the router assigns ‘Private’ IP addresses to all the devices that connect to
it. These typically start with 192.168.xxx.xxx or 10.XX.XX.XX

Wireless ATM (cellular) — For customers using wireless or cellular boxes with their ATMs, the boxes

need to be setup by their manufacturers to allow RMS to communicate with the ATM through the box.
Sometimes this requires the box manufacturer to install a VPN on your RMS computer. Please talk with
your wireless box manufacturer to learn how GenRMS can be supported and set up.

Bidirectional Communication — This means that your RMS computer can connect to the ATM at any

time or the ATM can connect with RMS PC at any time. If you need to request a Journal entry from an
ATM or upload new software, you can do that real-time. For this to work, both the ATM and the RMS PC
would need ‘Static IP addresses’. Typically this is not possible because you’d need every ATM location to
set this up with their internet provider. However wireless boxes and dial-up ATMs can support this.

One way Communication - This is how most RMS installations will work. Because your ATM is using a

locations broadband internet and only the RMS computer has a ‘Static IP address’ then your ATMs can
communicate with RMS, however the RMS computer cannot initiate a call to the ATM. RMS is designed
to work with this by having the ATM periodically check in with RMS and if you want to perform any task,
like change an ATM setting or upload some custom graphics to the ATM — that ‘Job’ will be created in
RMS and when the ATM checks in that job will be performed. The ATM has to open the communication
channel — then RMS can communicate with it.
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RMS Network

In addition to installing RMS on your computer and learning how the program works and all the various
things you can use it for —it’s critical to also plan how you will set up your network so that everything
can communicate.

Static IP or URL — per the previous page, you must have a Static IP for your RMS computer. This address
will be programmed into all your ATMs (RMS Host IP address) so that the ATM knows where to call for
RMS communications. In the event you might change Internet providers or move your location, it’s
advisable that you have a website or domain name (URL) hosted by a company like Godaddy — for
example — if you register a domain called www.myrmsaddress.com - you can have that website point to

your Static IP address. This means that you can program your ATMs with that URL address instead of
the Static IP address — this is good because if you ever change internet providers or you move and have
to change that Static IP address — you will never have to reprogram your ATMs for the new address —
you just edit the website and point it to your new Static IP.

Port Forwarding — within the Internet Router that your RMS Server computer will be connected to,
you’ll need to enable ‘Port Forwarding’ which means that you’re asking the router to direct specific
traffic (RMS data) to that specific computer. Ports 18456 (outbound) and 18458 (inbound) will need to
be pointed to the private IP address (or MAC address) of your RMS computer. Your internet provider
should be able to help you with this process.
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Installing GenRMS Professional:

Installation of GenRMS Professional requires several components. It will be important to follow these
instructions carefully to ensure a successful installation.

This manual assumes you have downloaded the software from Genmega. If you have not, you should
do so from this URL: http://ftp.genmega.com/software/RMS/NewRmsPro.zip

If that link does not work — cut and paste the link into your browser to download.
That file, once extracted contains the following:

e GenRmsPro Server install application
e  GenRMSPro Client install application
e SQL Express

e Manuals

First the database portion of GenRMS Pro must be installed.

NOTE: If you will be using an existing SQL installation or connecting to a corporate database server, you
should skip this section and proceed to Installing GenRMS Professional.

We recommend you read through the Installation process first, before you begin to check for anything
that might require changes due to your computer environment.

Begin by installing Microsoft SQL Express
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Installing SQL Express 2012

Installing Microsoft SQL provides the database used by GenRMS. As stated under system requirements,
this is a solution for computers running Windows 7, or Windows 10.

The installation process outlined under this section for SQL Server 2012 Express applies to a typical
installation on a computer running Windows 10, and may vary slightly for computers running Windows 7

You should be running this program from a user account that has Administrator privileges — or directly
from the Administrator account.

From the GenRMS Pro file you downloaded, open the SQL Express folder and click the file
“SQLEXPR_x86_ENU” to run it. It may take some time to run while it extracts it’s files.

If a windows appears with the message "This program has compatibility issues", select to "Run the
program without getting help". The program will then extract files.

If Windows asks "Do you want to allow the following program to make changes to this computer?" then
click ‘Yes’ to proceed.

When the installation program starts — choose ‘New SQL Server stand-alone installation’

T SOL Server Installation Center - m} x
Planning = Mew SOL Server stand-alone installation or add features to an existing installation
Installati Launch a wizard to install SCQL Server 2012 in @ non-clustered environment or to add

features to an existing SOL Server 2012 instance.
Maintenance
i Eﬁ Upgrade from SOL Server 2005, SOL Server 2008 or SOL Server 2008 R2
ool 5
i Launch a wizard to upgrade SQL Server 2003, SQL Server 2003 or SCL Server 2008 R2 to
Resources SQL Server 2012,
Options
;:52 Microsoft
~ SQLServer2o12
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Before proceeding the installer will check for any available updates from Microsoft.

If it finds some (Service Packs) it will download, otherwise once the search is done — click ‘Next’ to

proceed.

The installation will begin — from the box below, select ‘Perform a new installation’ per below and click

‘Next’.

5 5OL Server 2012 Setup

Installation Type

Setup Support Rules
Installation Type

License Terms

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Installation Progress

Complete

Perform a new installation or add features to an existing instance of SQL Server 2012,

®) Perform a new installation of SQL Server 2012

Select this option if you want to install a new instance of SQL Server or want to install shared

components such as SQOL Server Management Studio or Integration Services.
(0) Add features to an existing instance of SQL Server 2012

SOLEXPRESS

Select this option if you want to add features to an existing instance of 3QL Server, For example, you
want to add the Analysis Services features to the instance that contains the Database Engine, Features

within an instance must be the same edition,

Installed instances:

Instance Name Instance ID Features Edition

| SOLEXPRESS MSS0OL11.SOLEXPR.., | SOLEngine SOLEn.., |Express

| MS5QLSERVER | M550QL11.M550LS... |50LEnging 5QLEN... |Express
< Back: MNext » Cancel

Version
111.0.2100.60
| 11.0.2100.60

Help

At the next screen you have to accept the Microsoft license terms.

Click the option to ‘Accept’ and then click ‘Next’ to continue.

The Installation Wizard runs a System Configuration Check. Once complete, select "Next".

IGEN@
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Next you’ll have a Feature Selection Screen.

5 SOL Server 2012 Setup - O b4
Feature Selection
Select the Express features to install,
Setup Support Rules Features: Feature description:
Installation Type Instance Features The configuration and operation of each
License Terms Database Engine Services instance feature of a SQL Server instance is
Selecti SOL Server Replication isolated from other SOL Server instances.
AR Sh d! N e SOL Server instances can operate side-by-
Installation Rules il ur.es i side on the same computer.
) . SCL Client Connectivity SDK
EEbCeeonbontaliol Redistributable Features
Disk Space Requirements
Server Configuration Prerequisites for selected features:
Database En.gine Cenfiguration Alreaty mstolie®
Error Reporting \.. Microsoft .NET Framework 4.0
Installation Configuration Rules Windows PowerShell 2.0
Installation Progress ‘.. Microsoft MET Framework 3.5
To be installed from media:
Complete 5 i
i Microsoft Visual Studie 2010 Shell
Select All | | Unselect All
Shared feature directory: C:\Program Files\Microsoft SOL Server\
Shared feature directory (x86);  &:\Program Files (x86)\Microsoft SOL Server\
< Back Next = Cancel Help

Make sure the boxes are all selected per above — this should be the default.

Select ‘Next’ to proceed.
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At the Instance Configuration screen — change the default setting from ‘Named Instance’ to ‘Default

Instance’ as shown below — this step is very important to the installation.

Make sure this screen below matches before proceeding:

(® ) Default Instance

Instance ID: MSSQLSERVER

5 SOL Server 2012 Setup - O

Instance Configuration

Specify the name and instance ID for the instance of SOL Server. Instance D becomes part of the installation path.

Setup Support Rules (®) Default instance

Inctallation; lype () Named instance: MSSQLSERVER
License Terms

Feature Selection

Installation Rules Instance ID: |MSSQLSER\|’ER

Instance Configuration

Bk Spiace Requisiments Instance root directory: |C:\Program Files (x86)\Microsoft SOL Server\

Server Configuration

Batabask Engine Lophigufation SOL Serverdirectory:  CA\Program Files (x86)\Microsoft SOL Server\MSSOL11.MSSQLSERVER

Error Reporting
Installation Configuration Rules Installed instances:
Installation Progress Instance Name Instance ID Features Edition Version
Complete SQLEXPRESS MSSQL11.SQLEXPR... | SQLEngine SQLEn... |Express [11.0.2100.60
MSSOLSERVER MS50QL11.MSS0LS... | SOLEngine 5CLEn... | Express | 11.0.2100.60
< Back MNext = Cancel Help
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Next is a box asking about Authentication Mode.

Make sure to select ‘Windows Authentication Mode’ (default) per below.

5 SOL Server 2012 Setup - O X

Database Engine Configuration

Specify Database Engine authentication security mode, administraters and data directories.

Setup Support Rules Server Configuration  Data Directories  User Instances

Installation Type

. Specify the authentication mode and administrators for the Database Engine.
License Terms

Feature Selection Authentication Mode —
Installation Rules (®) Windows authentication mode

Instance Configuration _ e = S
. . ) Mixed Mode (SQL Server authentication and Windows authentication)
Disk Space Requirements

Server Configuration Specify the password for the SOL Server system administrator (sa) account, —
Datat brgiac oy : Enter password:
Error Reperting

Installation Configuration Rules Sanfie pa-sword:

Installation Progress Specify SOL Server administrators

Complete DESKTOP-KLGB138\ohn Macdougall {John Macdougall) e e
have unrestricted access
to the Database Engine.

Add Current User ._ Add... || Remove

< Back Next = Cancel Help

There will be a box following this one to allow ‘Error Reporting’ — just click ‘Next’ to skip.
At this point the installation should begin and the database will be setup.
Once it’s complete, you should see a Summary screen showing that the install was successful.

You should reboot the PC once this is done so that the SQL services are started.
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Installing GenRMS Server

GenRMS Pro requires a license key to be installed to activate the Server program.

There are two options for this — a physical USB license labeled GenRMS Professional, which needs to be
installed into your PC (into any available USB port).

Alternatively, for a Virtual Server — you can get an alpha-numeric key to be entered via the Server
application.

If you’re using the USB license key (shown below)

Plug it into an open USB port on your computer that will be running the GenRMS Pro Server.

Note: unlike a memory drive, this USB license key will not show up under the "Computer" section in
Microsoft Windows. There are no files on this device — it just contains an encrypted license that the
GenRMS program can validate.

If you're using the alpha-numeric license key to activate your GenRMS installation, you’ll need to do that
at the screen below, once the program has been installed.

§# Activate your license - O *

Eﬁ Enter your license key to activate. Before you enter your license key, please make sure
| | youare connected to the internet and press 'Activate’ button to initiate the license
verification process.

To purchase license Click here

Systern D
(88241237BCGCFABEDBED 1B42A4A6CEFG.

) Activate commercial version

Product Key:

(®) Activate trial version { 90 days )

Evaluate a fully functional trial version before purchasing a license.

Activate | ‘ Close
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The next step is to install the GenRMS Server application.
Click on the GenRmsServer-2.5.xx application included in the files you downloaded from Genmega.
You should receive a message from Windows — requesting permission to run the application — click ‘Yes'.

From there you should see the GenRMS Server setup Wizard. The version number listed below was
current at the time this manual was created (V2.5.10)

(39 GenRMS Server v2.5.10 Setup ay w0

Welcome to the GenRMS Server
v2.5.10 Setup Wizard

This wizard will guide you through the installation of GenRMS
Server v2.5.10.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboat your
computer,

Click Mext to continue.

Click "Next" to proceed.
You'll then get a standard ‘License Agreement’ which must be acknowledged to continue.

Followed by the installation location - just click ‘Install’ to continue.

(3 GenRMS5 Server v2.5.10 Setup e e

Choose Install Location P
Choose the folder in which to install GenRMS Server v2.5,10, (\ 'y 7

This will install GenRMS Server 2.5.10. Choose a directory

Destination Folder

| 1 \Program Files (x86)\Genmega\GenRMs Server Browse...

Space required; 82,6MB
Space gvailable; 146, 1GB

< Badk Install Cancel
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The program will then being installing — as it reaches the end, there will be a pause while it installs the
drivers needed for the License Key — this may take a few moments.

{3 GenRMS Server v2.5.10 Setup —

Installing s
Flease wait while GenRMS Server v2.5. 10 is being installed. { ) y

Execute: "C:\Program Files (x86)\Genmega\GenRMS Server\Haspthaspdinst.exe” 4

Extract: Changes.txt... 100% ~
Extract: Migration GEnRMS 0.xx to 2.xx.pdf... 100%

Output folder: C:\Program Files (x86)\Genmega\GenRMS Server\Hasp

Extract: haspdinst.exe... 100%

Create folder: C:\Wsers\John Macdougall\AppDataRoaming Microsoft\Windows\Star...
Create shortout: Ci\Wsers\lohn Macdougal\AppData\Roaming Microsoft\Windows\st. ..
Create shortcut: C:\Users\John Macdougal\AppData\Roaming \Microsoft\Windows\St. .,
Create shortcut: C:\Users\John Macdougal\Desktop\GenRms Service Manager.Ink
Created uninstaller: C:\Program Files {x88)\GenmegaGenRMS Server\Uninst.exe
Execute: "C:\Program Files (x86)\enmega\GenRMS Server\Hasp\haspdinst.exe” 4 v

Newt Cancel

/

{[=4]
o
.

Once this part is complete — you’ll receive a notice for ‘Operation Successful’ click ‘OK’ to continue.

{3 GenRMS Server v2.5.10 Setup —

Completing the GenRMS Server
v2.5.10 Setup Wizard

GenRMS Server v2.5,10 has been installed on your
computer.

Click Finish to dose this wizard.

At this point click ‘Finish’ and the GenRMS Pro Server installation is complete.
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Next, install the Client application — this is the same procedure as the Server.
Click on the GenRmsClient-2.5.xx application included in the files you downloaded from Genmega.

- you’ll get a warning from Windows regarding permission to let the program install.

{3 GenRMS Client ¥2.5.10 Setup = x

Welcome to the GenRMS Client
V2.5.10 Setup Wizard

This wizard will guide you through the installation of GenRM5
Client V2, 5.10.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue,

This process is the same as the Server application. Click Next and allow the program to install.

If you need to install the ‘Client’ application on additional PCs — that is the only step you need to follow.
You do not have to install Server or the database application.

Once these two applications have been installed — there will be two new icons on your desktop.

a +

GenEms GenRM%
Eier'-.-"l_n:ge Client
Managers

The installation portion is now complete.
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First Run of GenRMS Server Manager

Click on the GenRMS Service Manager icon to open the program. It should be located on your desktop.

0

GenRms
SETVICE
Manager

When the GenRms Service Manager runs for the first time, it will automatically open the Database
Setting window:

§» Database Setting x

Database Type | MS SQL Server =

Server name or P address

Log on to the server
® Use Windows Authentication

) Use SQL Server Authentication

User name :
Password :
DB name : |GenRms | [ Create New Database
Test Connection QK | | Cancel

Make sure Database Type says ‘MS SQL Server’ per above, and click ‘Use Windows Authentication’

On the Server Name or IP Address, click the ‘down arrow’ which will have the program search for the
database. This will generally show the name of your PC along with MSSQLSERVER — if so select that
option from the drop down menu.

If you're going to be using a Network based / corporate SQL Server, you can type in the IP address or
server name. Click the ‘Create New Database’ box and the click OK.
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If after clicking ‘OK’ you get a Database error message, type typing ‘LocalHost’ into the Server name (see
below) or the local IP address of the GenRMS PC into the Server name box. Click OK to proceed.

§* Database Setting x

Database Type | M5 SQL Server 3
Server name or P address
| LocalHost b

Log on to the server
@ Use Windows Authentication

() Use SOL Server Authentication

User name ¢
Password :
DB name : |GenRms [V] Create New Database
Test Connaction QK | | Cancel

You can also click ‘Test Connection’ to verify before clicking OK.

During this initial process — you should also see a box notifying you that some port changes need to be
added to Windows Defender — Click yes to that notice.

Once the new database has been successfully created and registered within GenRMS Pro, you’ll see the
message below.

Database setup completed successfully, Meed to restart the GenRMS
SEmnvice.

I (-\ Page 20



GenRMS Professional

To proceed with running RMS for the first time, click the ‘Play’ button on GenRMS Server console.

See below (in the red box)

£® GenRMS Server 2.5.10 - PROFESSIOMAL — x

— GenRMS Server 2.5.10 - PROFESSIONAL

Genmega Inc. 2019

This will start the RMS Service — it will also ‘grey out’ the other icons on the console. You can only
access those menus and functions when the service is stopped.

You can only run the GenRMS Client window when the service is running. If you stop the GenRMS
service with the Client window open —you’ll get an ‘Unable to connect to broker’ error and the Client
window will shut down.

With the service running, now click the ‘GenRMS Client’ icon to open RMS.

Below is the login screen for the client — the default password is ‘admin’ (lowercase) — you can change
that password, however all users will use the same password to open the Client window.

™| GenRMS Client 2.5.10 %
[y -
~ Login
Server Address | localhost v

User Mame |admin

Password || |
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Once you successfully log in, you’ll open the Client window below.

™ GenRMS Client 2.5.10 = ] X

GenRMS  View Job Tools Help

.

| Default Groups ATM Status of / All ATMs | E] Jut OF
ATM Serial No Status Term. Id Cst#l
B By i avvs 5)

C:L Closed Uniits {0)

=L

(— | Self Registered (0)

Time ATM Msg TCP Qutgoing Queue: 0

TCP Qutgoing : 0
TCP Incoming : @

Genmega Inc. 2017 () rMS. Log Ej localhost : 18472,18471 & admin TCP Outgoing : 0/ 20

At this point you're ready to start using GenRMS.
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Adding an ATM into GenRMS Pro
Adding ATMs into GenRMS is done by the following two methods:
Auto-Registration — this means the ATM is programmed to automatically call into RMS at pre-set

intervals. This typically means you have one-way communications (ATM can call you — you cannot call
ATM)

Manually — this means you have bidirectional communications with the ATM (usually from a wireless or
cellular box) and you have the address to contact the ATM directly.

Auto Registration

If your ATM machine is programmed to connect to RMS at preset intervals, and your GenRMS Server is
setup and ready to receive incoming connections - then the machines will check in by connecting and
appearing in the ‘Self Registered’ folder under Default Groups.

| GenRMS Client 2.5.10

Default Groups ATM Status of [ Self
T ATM
4. W= Al ATMs {0)

E support (0)

7 Closed Units {0)

. Self Registered (0)

To set up Auto Registration from the ATM — you’ll need to program the following at the ATM using the
Master Password to access the Host Setup menu.

Enter the ATM OP (operator) menu using the Master Password and then proceed to Host Setup.

From Host Setup, choose Remote Monitor to access the settings for GenRMS.
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REMOTE MONITOR

RMS RECEIVE
RMS SEND(ERR)

RMS RECEIVE RMS HOST IP
EN/DISABLE

RMS SEND(ERR)

RMS HOSI PORT

CHANGE RMS RECEIVE PORT

RMS PASSWORD e
RMS DEVICE

RMS RECEIVE RMS SCHEDULE

PORT JOURNAL SEND

Press ENTER for TEST CALL

RMS

RS PRI CANCEL TO RETURN SCHEDULED

To Auto Register your ATM to your GenRMS Server — you will need to set the following options (at a
minimum)

RMS Send = This option must be set to ‘Enable’ — this allows RMS to call out to the RMS PC.
RMS Host IP = This is the Public IP Address or website (URL) of your RMS PC.

Once those two options are set — you can press ‘ENTER’ on the ATM keypad to initiate a call from the
ATM to the RMS PC. If successful, it will then add this ATM to the ‘Self Registered’ folder in your
GenRMS Client window.

If this test call returns as ‘Test Failed’ — then you have to check the following:
e Was the RMS Host IP address entered correctly ?

e Does the ATM location have a Firewall on their internet router ? If so then a rule needs to be
created for the ATM to communicate on port 18458. Check with the locations internet provider
or IT staff.

e Is the GenRMS Server PC up and running and not being blocked by Anti-Virus software or a
Firewall.
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Manual Registration of an ATM

If you have bidirectional communications with an ATM, meaning you have a public address (or VPN) to
connect directly — then you can add the ATM using the menus in GenRMS.

Click the Register ATM icon on the left side of the GenRMS Client Toolbar found on the top of the
GenRMS Client window. You'll then see the following configuration window.

[™ Register an ATM O .
Default Group
Group Path | / All ATMs | L]

Connectivity .Lucation Contact Alert_
ATM Name |Genmega ATM
ATM Serial No :T‘_FAH{J12345
RMS Password | 333333 |
Camm, Device lTCI-'-‘fIP o [] Inbound Cnly
P Address (12345679 | Port|18456 | [ UsessL

[ Update ATM IP address automatically
] RMS Journal Auto Send

Protocal Timeout {ms) -

Memo

|TE!Connection| | Register | | Cancel

The minimum to register an ATM at this screen will be:

ATM Name = this can be anything (the name of the location is commonly used)

ATM Serial Number = this is the serial number programmed into the ATM.

RMS Password = default is ‘333333, however this must match the value programmed at the ATM.
IP Address = this is the Public IP address of the ATM or ATM wireless / cellular box

See the section later in this manual ‘Edit ATM’ for more details on the options in this menu.
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Once that data is entered you can use ‘Test Connection’ to verify that RMS can communicate with the
ATM. Ifit’s successful, then click ‘Register’ to add the ATM to the Client window.

If the ATM you’re adding is using a telephone line, then you’ll need to change the Comm. Device to
‘Modem’ and enter a telephone number rather than an IP address.

There are many other options and settings in the Edit ATM screen, which will be detailed later in this
manual under ‘Edit ATM'.

Once Registered, the ATM should appear in the ATM List of the Client window per below. Until you first
are able to communicate with the machine, the status will remain at ‘Unknown’ (yellow exclamation)

[ GenRMS Client 2.5.10 — O X

GenRMS  View Job Tools Help

Deefault Groups ATM Status of / All ATMs | =| Qut Of Service | = ATM Search | )
== ATM Last Error App Ver, Serial No Status Term. Id Cst®1 Remaote IP
4 |77 ATV (1) A Genmega ATM TYAH012245 12345678
[ Support (0)

[~ closed Units @

|77 self Registered ()

Time ATM Msg TCP Outgoing Queue : 0

TCP Outgoing : 0

TCP Incoming : 0

A AETEAE

Genmega Inc. 2017 () RMS Log | [ localhost : 18472,18471 & admin TCP Qutgoing : 0/ 20

These are the two methods of adding ATMs into your RMS program.
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ATM Menu RMS Setup — RMS Options

Once an ATM is set up to connect to your GenRMS PC — there are several other options in the ATM
Menu that will effect what data is sent to the ATM, how often the data is reported and enhanced
security options. You can find more details in the Genmega V05 Software manual , or from the
descriptions below:

RMS Receive (Enable / Disable) = this option enables incoming RMS Requests (from PC to ATM).

RMS Send-ERR (Enable / Disable) = this option enables outgoing RMS connections — ERR refers to the
original purpose of RMS which was to send error message notifications to the RMS PC. If the ATM goes
out of service, RMS will report that change in status to the RMS PC — even if no other RMS options are
enabled. For this option to be enabled — you’ll be required to also program a RMS Host address.

Change RMS Password = the default RMS password is ‘333333’ you can change this to any 6 digit
password. The incoming RMS request will verify the password matches what is stored in the ATM

RMS Host = (sub-menu) from this menu, you program communication settings for the ATM to connect
to the GenRMS Server PC.

RMS SSL = (Enable / Disable) this option allows you to encrypt RMS data between the ATM and your
RMS PC with the same SSL / TLS encryption used for ATM transactions. If you enable this option — it
must simultaneously be enabled within RMS (Edit ATM) or else the communication will fail. If using Self-
Registering, disable this option for the initial communication and then Enable on both sides after the
initial call in.

RMS Send Host IP = This is the IP address or website (URL) that points the ATM to your GenRMS PC. If
your ATM is connected via dial-up (telephone) modem then you’ll use this field to enter a phone
number.

RMS SSL Port = We recommend leaving this setting at default 18450
RMS Receive Port / RMS Host Port = We recommend leaving these settings at default 18456 / 18458

RMS SSL Verify Cert. = (Enabled / Disabled) this option will check the SSL/TLS encryption certificate
against one being used in the GenRMS Server PC.

Load Cert. from USB = This function will read / load a custom encryption certificate as a .PEM file from a
USB drive. Insert the drive containing the certificate file into the motherboard and press this button.
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RMS Journal Send = (Enable / Disable — Number of Journals) when this is enabled, each time the ATM
connects via RMS to report status, it will also upload the last ‘X’ number of journals, which you specify
from the menu.

RMS Device = (TCPIP / Modem) use this to select which device will be used for RMS communications.
Note that you are able to use a different method than the ATM transactions. So you could have ATM
transactions via TCPIP and RMS communication though dial-up modem — or vice versa.

RMS Schedule (sub-menu) =from this menu, you can program the ATM to contact your GenRMS server
at preset intervals.

Scheduled Check (Enabled / Disabled) set to Enable to have the ATM connect to RMS at intervals.

RMS Check Interval (# in minutes) this is how often the ATM will connect to RMS and report stats / look
for any pending jobs to run.

Unload Once / 24 Hours (Enabled / Disabled) — With this option, once the ATM has successfully
connected and reported status — then it will not do so again for 24 hours (unless an Out of Service error
occurs) — this was primarily used for Dial-up / telephone ATMs so they wouldn’t overwhelm the modem
with incoming calls.

Scheduled Start Time ( Oh-24h o’clock ) — this is the time at which RMS will start making the outbound
connections. Default is 3 o’clock, which is when the ATM automatically reboots each night. This option
was primarily used for Dial-up / telephone ATMs.

Record Journal(ERR) (Enabled / Disabled) — when set to Enabled this option will record any errors
connecting to the GenRMS PC to the ATMs electronic journal. They will show as EO00x errors.

Per above —there are quite a few options which can be used to customize how your ATM interacts with
RMS. The ATM does not send sensitive data (like card or PIN numbers) to the GenRMS PC, however for
customers that wish to protect / encrypt their data the options exist, however they’re not required.

Common Configuration

For most users — connecting their ATMs using broadband internet at a location — you’ll set RMS Send to
Enable — then enter the RMS Host IP address of your GenRMS Server — and enable RMS Schedule (for
240 minutes ) with this basic setup, your ATM will check into GenRMS every 4 hours and also report any
out of service error conditions.

I (-\ Page 28



GenRMS Professional

Using GenRMS Pro

The following will detail the GenRMS Pro User Interface and the various options and functions.

GenRMS Client Window

Below is a sample of the GenRMS Client window where you view and manage your ATMs

[™] GenRMS Client 2.5.10

GenfMS  View Job Tools

Default Groups

4 |~ AlATMs (6)

—_

[ Support (0)

|~ Closed Units (0)

— '/ Self Registered (0)

@ (@4 ]

Genmega Inc. 2017

- O X
Help
ATM Status of / All ATMs | = Out Of Service | = ATM Search |
ATM Last Error App Ver. Serial No Status Term. Id
8, Genmega ATM TYAHO12345
B Test G2500 ATM C05.00.4063 TYAHCO01234 In Service CQADGIMP
G2500 VSCAN V05.00.39 TYAHC09876 In Service TEST123
/&, Universal Kiosk ATM V05.10.30 TYAKO00126 In Service aMITW
TYKIDD0024 V05.00.26 TYKIO00024 In Service GEN1234
@ 1900 A3 CONDY P05.00.29% TYPW012345 Out Of Service  GENMEGA
Time ATM Msg TCP Cutgoing Queue: 0
2021-07-20 14:06:44  Test G2500 ATM Incoming call disconnected
2021-07-20 14:06:43  Test G2300 ATM Updated status
2021-07-20 14:06:43. Test G2500 ATM Connacted from 10.0.10.173:49162
2021-07-20 13:06:29  Test G2500 ATM Incoming call disconnected
2021-07-20 13:06:29 Test G2500 ATM Updated status TCR Qstgyoing ;1)
2021-07-20 13:06:29  Test G2500 ATM Connected from 10.0.10.172:49161
2021-07-2012:20:37  TYKIO00024 Incoming call disconnected
2021-07-20 12:20:37  TYKI000024 Updated status
2021-07-20 12:20:37  TYKI000024 Connected from 10.0.10.113:51130 TCP Incoming : 0
2021-07-20 12:06:19  Test G2500 ATM Incoming call disconnected
2021-07-20 12:06:19  Test G2500 ATM Updated status
2021-07-20 12:06:19  Test G2500 ATM Connected from 10.0.10.173:49160

@.' RMS Leg ‘ |_'_|'_| localhost : 1847218471

& admin ‘ TCP Qutgoing : 0/ 20

ToolBar — At the top of the Client window is the toolbar with shortcut icons to common used functions.

Panel ‘A’ — this is where you can manage how your ATMs are grouped or to sort based on criteria

Panel ‘B’ — shows the status and details for ATMs in the selected group

Panel ‘C’ — all incoming and outgoing communication logs for each machine at it connects or disconnects
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Interacting With Your ATMs

When using GenRMS Pro — there are two ways of interacting with the ATMs you have registered, or self-
registered using the Client window.

Using the Tool Menus Toolbar Icons found at the top of the Client Window, also around the Group
panel along the left side and the tabs at the top of the ATM Status panel.

™ GenRMS Client 2.5.11

GenBMS View Job Tools Help

R = EE =
BT m=Y

|| ATM Status of / All ATMs | =] Out Of Service | = ATM Search |

T AT Last Error Serial Mo

‘Right-Clicking’ on any individual ATM or Group of ATMs, you will pull up a menu of all the functions and
jobs which can be run.

|| ATM Status of /Al ATMs | = Out Of Service | = ATM Search |

=

ATM Last Error Serial No
) Tegtr=aran- LT THOD1234
| G25 ol " nooos7s
i cig Scheduled Job WiO12345
=i A Uni Instant Job K000126
S TVK Job Result 1000024
Ay Gen View Setup HO12345

View Journals
Delete Journals
View Status

View Statistics
View Cassette Info.

View Sensor Info,

T View Wireless Modem Log
2021-07- Remote File Explorer g call disconn
2021-07- Edit ATMs status
2021-07- Remove ATM from Group ed from 10.0.°
2021-07- Register ATM g call disconn
2021-07- Uriregister ATM r status
2021-07- 27 T 2T Tt G2 SUT AT onnected from 10.0.7

The options and details from each of these methods of interacting will be explained in the following
sections.
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GenRMS Pro Toolbars

The following will detail the options and functions found in the GenRMS Pro toolbar in the upper right
corner of the Client Window.

"= GenRMS Client 2.5.10

GenBMS View Job Tools Help

; o, [

GenRMS Menu

Change Password - Here you can change the password used for logging into GenRMS. The default
password is ‘admin’. Note if you change the password and forget what it is, the only way to recover is to
load a special file which can be used to default the password. Contact Genmega Technical Support.

Export ATM List - This function will export all the data from Panel ‘B’ on the previous page to a .CSV file
(spreadsheet).

View Menu

ToolBar / Status Bar — Selecting or unselecting these allows you to hide the ‘Toolbar’, which is the row
of icons across the top of the Client window — or the ‘Status’ bar — which is the line at the very bottom of
the Client window. These options are simply to give more space for the other panels.

Columns — This allows you to select which information columns appear in the ‘Panel B’ section of the
Client window. There are 26 different data criteria which can be displayed — or you can disable some if
they’re not necessary for your usage. By disabling a column, you’re not deleting the data, and you can
enable it again at any point.

Note: In the Client window, you can also drag the Column names left or right to re-order them. Click on
the column name and hold your mouse button down —then move the column name to the left or right.

Last Error Serial No App Ver, Status
ATM TYAKDOO0126 V05.10.30 In Service
TYAHOO1234 V03.0040 In Service
TYAHODO38TE V05.00.39 In Service
TYKID00024 V05.00.36 In Service
CDOMNDT TYPWO012345 P05.00.39 Cut Of Service

In the example above — click and hold in the ‘Serial No’ box and drag it over ‘App Ver.’ to rearrange
those two columns. When dragging the column — keep your mouse in line (horizontally) with the other
column names as you drag it left or right — or else you may have to start over.
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Job Menu

Jobs refer to tasks you want RMS to request or send to the ATM. For example, if you want to pull some
Journals from an ATM, or change the Welcome Message, or send a software update — those tasks are
called Jobs within GenRMS. Depending on the specific Job, you can often combine several to be run at
once when a connection is made to the ATM.

Add Job - if you select Add Job from the Job menu, you'll see the Run Job screen below.

T":_ Run Job O o
Target ATM !ﬂlﬂ _% Command Get Status ¥ I_S:'d _Q
MName Term. 1D Serial No Model Command Parameters
] Run the job when ATMs contact server Retry |1

Schedule Repeat
[] Set Schedule Repeat  Every Inbound Connection
Job Name 2021-07-22 02:48:13 Ends: @ MNever On |
Date
Time 09:48:15
oK ‘ ‘ Cancel

Target ATM — Using the (+) green or the (-) red icons, you can select individual ATMs or Groups of ATM
for which you would like to run the selected Job.

Command — This is a list of jobs that you can request from the ATM, or send to the ATM. Use the
dropdown menu to chose a Job, and then use the (+) green or (-) red icons to select or remove that job.
If the job you’ve selected has secondary parameters, then they will show in the column next to the
command. A list of all Job descriptions is provided later in this manual under ‘Right-Click Menu’'.

If the jobs you're selecting are all requesting data from an ATM, you can combine more than one — for
example you can ‘Get Status’, ‘Get Cassette Info’ and ‘Get Journals’ all at the same time. However if you
choose a job that requires the ATM to reboot as part of the process — like sending Files or Graphics, then
that job will have to be run separately.
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In the Job window below - as an example, we’ve added 3 ATMs to pull data from —and then in the
Command window, we’ve selected 3 Jobs.

:"';_ Run Job O o
Target ATM _EJ, !ﬂ Command Get Journal ¥ '_{_'\-‘ __Q
MName Term. 1D Senal Mo Madel Command Parameters
Test G2500 ATM  CADGIMP  TYAHO01234 G2500 Get Status
TYKI000024 GEN1234  TYKIO00024  G3000 Get Cassette Info. Reset: Na
G2500 VSCAN  TEST12 TYAHO098TE G2500 Get Journal Download last 700 journal
[ Run the job when ATMs contactserver i Retry |1
Schedule Repeat
[] Set Schedule Repeat  Every Inbound Connection
Job Name Getstatus Ends: @ Mever On |
Date
Time 09:48:15
oK ‘ ‘ Cancel

Run the job when ATMs contact server — this setting is very important based on how your ATMs are
connecting to GenRMS.

If you have bidirectional communication, like with a wireless or cellular box then you can create the job

and run it whenever you’re ready. You can schedule jobs to be run at certain times using the ‘Set
Schedule’ options and you can also ‘Repeat’ the job every time the ATM connects — or daily.

However if your ATMs are using one way communication —where the ATMs are programmed to check

in at preset intervals — then you must select this box for ‘Run the job when the ATMs contacts server’ —
this is telling RMS to wait for the ATMs listed to check in, and once the communication is open, perform
the selected commands.

When you click [OK] from the Run Job screen — If you have not checked the ‘Run the job when ATMs
contact server’ box —then GenRMS will start attempting to connect and performing the jobs.

If you have checked the box for ‘Run the job when the ATMs contact server’ — then clicking [OK] will
close this screen and RMS will wait for the inbound connection to start.
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Scheduled Job Manager

If you schedule jobs in advance using the ‘Set Schedule’ option in the Jobs menu, then you can manage
them from this menu:

™ Scheduled Job Management

O X
i Delete Edit -
[LF] User Name Repeat Start Time End Date Every Connection
13218 admin Getloumal 2019-10-31 16:14:52
34655 admin GetCstinfo 2021-07-23 10:45:49
54656 admin ClearErrorLog 2021-07-24 10:46:21
34657 admin Getloumal 2021-07-24 10:46:42
Name Term. ID Serial No Next Run Last Run Last Result Last Msg Command Parameter
Test G2500 ATM  QADGIMP  TYAHD01234  2021-07-24 10:46:42 Getlournal  Download last 100 journals

Clicking lines in the top panel are the various scheduled jobs by Name (first job being performed) and
the scheduled Start Time.

If you click on an individual job from that panel, you can view the details from the two lower panels. In

the example above that Scheduled Job is to pull 100 journals from ATM Serial TYAH001234 on 7/24 at
10:46 am (0-24h).

From the top of this screen, there are options to Delete an entry or to Edit an existing Job.

Click the job to highlight it and then click Delete or Edit.
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Instant Job Manager

This menu shows a history of Jobs.

You can set a date range to view past or pending jobs, you can also check the ‘Exclude done jobs’ to only
search for pending jobs or unsuccessful (failed) attempts.

™ Instant Job Result O *
Delete il
From |2021-07-08 To |2021-07-22 fis] [ Exclude dene jobs
[y} User Name Start Time Connection
54654 admin SetTime 2021-07-22 10:44:26 Inbound Cnly
54653 admin GetCstinfo 2021-07-22 10:43:57 Inbound Only
54652 admin GetStatus 2021-07-22 09:48:15
53658 admin Imitialize 2021-07-21 13:24:47
53657 admin Initialize 2021-07-21 13:19:15
53656 admin GetStatus 2021-07-21 13:18:37
53655 admin Rebaot 2021-07-21 12:21:32
53654 admin GetStatus 2021-07-21 09:06:17
53653 admin SendFile 2021-07-21 09:02:02
53652 admin GetStatus 2021-07-21 02:01:05
Name Term. ID Serial No Next Run Last Run Last Result Last Msg Command Parameter
Test G2500 ATM QADGIMP TYAHO01234 2021-07-22 10:44:26 SetTime Syne. with
2500 VSCAN TEST123 TYAHOQ9876 2021-07-22 10:44:26
G1900 A3 GENMEGA TYPWI01234:  2021-07-22 10:44:26
Universal Kiosk ATM QMITW TYAKODOO126 2021-07-22 10:44:26
TYKIOD0024 GEN1234 TYKIODOD24  2021-07-22 10:44:26
Genmega ATM TYAHO12345 2021-07-22 10:44:26

Click on any of the jobs from the upper panel to see the details in the lower panels.

With a job selected, you can delete it from the list by clicking ‘Delete’ from the top of the window.
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Job Result

From this window, you can view a history showing the result of all jobs that have been run by date
range.

This can be useful if you’re managing a lot of jobs and need to verify that data is being collected at the
expected intervals or need to troubleshoot a specific ATM that is not connecting.

™ Job Result O X

Sawve Delete -

Erom | 2021-07-21 = To |2021-07-22

ATM Term. Id User lob Connection Run At Result ResultMsg

Genmega ATM admin GetStatus 2021-07-22 11:18:27 Failed Failed to connect 123.45.6.78:18456
Genmega ATM admin  SetTime 2021-07-22 11:18:27 Failed Failed to connect 123.45.6.78:18456
G2500 VSCAN TEST123  admin SetTime 2021-07-22 11:18:26  Failed Failed to connect 10.0.10.135:18456
G1900 A3 GENMEGA admin GetStatus 2021-07-22 11:18:24  Failed Failed to connect 10.0.10.76:18456
G1900 A3 GENMEGA admin SetTime 2021-07-22 11:18:24  Failed Failed to connect 10.0.10.76:18456
TYKI000024 GEN1234  admin GetStatus 2021-07-22 11:18:09 Done

TYKI000024 GEN1234  admin SetTime 2021-07-22 11:18:08  Done

Test G2500 ATM QADGIMP  admin  GetStatus 2021-07-22 11:18:07  Done

Test G2500 ATM QADGIMP  admin  SetTime 2021-07-22 11:18:07 Done

Universal Kiosk ATM QMJTW admin GetStatus 2021-07-22 11:18:06  Failed Failed to connect 10.0.10.102:18456
Universal Kiosk ATM QMJTW admin  SetTime 2021-07-2211:18:06  Failed Failed to connect 10.0.10.102:18456
G2500 VSCAN TEST123  admin GetStatus 2021-07-22 11:18:03 Failed Failed to connect 10.0.10.135:18456
G2500 VSCAN TEST123  admin SetTime 2021-07-22 11:18:03  Failed Failed to connect 10.0.10.135:18456
G2500 VSCAN TEST123  admin GetCstinfo 2021-07-22 11:18:03  Failed Failed to connect 10.0.10.135:18456

You can use the ‘Delete’ option at the top of the window to remove any entry by clicking on it first to
highlight it.
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Tools Menu

This menu gives you access to additional applications within RMS to perform tasks such as Custom
Advertisements / Remote File Loading / Charity List Editor (only available with PAI specific software) a
Log Viewer for GenRMS and a Certificate Package Creator. There is also an Options menu for setting
color indicators for Out of Service machines and machines reporting Low Cash levels.

BIN File Editor

This utility allows you to create and edit BIN files. These are lists of numbers that can be uploaded to
the ATM and used to exclude specific cards from Surcharging or for verifying Debit / Credit.

Per the Genmega ATM Software manual, the BIN Lists are created and saved as a file named
ExtraBIN.DAT - If you have of these files created previously, you can load it into this utility to edit,
rename or view. Otherwise you can also use this editor to create a new BIN list by manually entering
the numbers.

[ Edit Extra & Debit Bin List O ®
Open Save _
Seq No. Bin List No.

A i List Info

1 435820
2 379925 HFLE
3 402142 Count: 621
4 402458
5 402459 Data Set
] 402465
= 403180 Insert Bin Mumber :
] 403190
] 403570
10 404109 Update
11 404315
12 404573 Insert
13 405039
14 406015 Delete
15 4073681
5 _—

16 Gl : Clear List i

17 407363 e s
18 407364
19 407365
20 407366
21 407367
22 407461
23 407462 Exit
24 407463
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When a BIN file is loaded — you can scroll up and down to see the entire list. The total number of BIN
numbers will be listed in the upper right corner as ‘Count’ .

Using this editor — you can click on any line to display the current number. If you wish to edit a specific
number, click the line — edit the number in the box where it appear and then click ‘Update’.

If you need to enter a new line / number, type the number into the box and click ‘Insert’ — alternately
you can click any line and then click ‘Delete’ to remove any entry.

‘Clear List” will remove the currently loaded file and refresh the editor.

When you're done editing — click ‘Save’ - you’ll first be prompted with a box asking how this file should
be stored:

Extra Bin = number that will be compared against the customers card prefix to determine if a surcharge
screen should be shown or bypassed. If the customer card prefix matches a number on the list — then
they will not see the surcharge screen for that transaction.

Debit Bin = Check cards to determine Credit / Debit (custom ATM software required)

Make bin file

Do you want to create a download file for RM5T
When download from RMS to ATM, use My Mew Extra Ein.bin file.

Next you'll be asked if you want to create a download file for GenRMS:

If you click Yes, you’ll be asked to name the file (can be anything you’d like) and a file will be saved to
your Documents folder in Windows under the GenRMS Pro subfolder.

If you click No —then the original ExtraBIN.DAT file that you opened to edit will be saved.

To upload this to the ATM, you’ll need to add this new file to the Remote File Browser and create a job
to Send Extra BIN file.
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Image Pack Editor

This utility allows you to create custom advertisement packs to upload to your ATMs.

Ads can be customized for the following:

Branding = Custom backgrounds for ‘Welcome’, ‘Processing’ and ‘Thank You’ screens.

Advertisement = Up to 8 screens which rotate or change while the ATM is idle.

Liberty-X = Custom ‘Buy Bitcoin’ ads if the Liberty-X option is enabled

Welcome = Create a custom ‘Insert your card’ screen

Logo Image = ATMs with 3” Receipt Printers can support a custom receipt graphic.

Machine Type : 1700W

EDpen Save Reset SD Card(USB) Copy

9]

Branding | Advertisement | LibertyX

B GenlmagePack Editor 3.0.2 - GenMega Inc.

Help

Image Auto Sizing

[] Branding Enable

Welcome Image Option

EMV Type

"1 [] Enable [] Enable [] Enable
Image #1 Image #2 Image #3 Image #4
[ Enable [] Enable [] Disable [ Enable
Image #5 Image #6 Image #7 Image #8
Other Image
[] Enable [] Enable
Welcome Image Logo Image
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Any custom graphics would be created using some 3™ part graphics program. While this image packager
can re-size existing images to fit the model you’re creating for — we recommend that you create your
images to the proper resolution — see below for model / resolution (in pixels)

Genmega:

G1900 / G2500 / G2900 / G3500 / GT3000 = 800 x 480
GT5000 / G6000 = 1024 x 768

Onyx (G3000) = 1280 x 800

Hantle:
1700W = 800 x 480
C4000 / T4000 = 800 x 600

Once you have created custom images for loading — and have selected the ATM ‘Machine Type’ from
the drop down menu, click on the various grey boxes (Image #1 ~ Image #8) and then browse on your
computer to where the custom images are stored. Below, images 1 through 4 have been selected.

I GenlmagePack Editor 3.0.2 - GenMega Inc. = O x

EOpen Save Reset SD Card(USB) Copy Help

41

Machine Type : G2500 “ Image Auto Sizing  [] Branding Enable Welcome Image Optian
EMV Type

Branding | Advertisement | LibertyX

Advertisement Image

Enable Enable Enable Enable
GET.CASH
=5
800 x 480 800 x 480
[] Enable [] Enable [] Enable [] Enable
Image #5 Image #6 Image #7 Image #3

Other Image

[] Enable [] Enable

Welcome Image Logo Image
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To proceed, you'll first need to ‘Save’ this collection of images — click Save at the top of this box and
you’ll be prompted to create a name for this collection — this can be any name you’d like.

This will save this collection as both a .LST file and a .BIN file to your Documents\GenRMSPro folder.
The .BIN file is the file you would send to the ATM to update the new images.

The .LST file is the collection of images / configurations you selected, so in the future if you’d like to edit
this image collection and add or remove something, you can do so by using the ‘Open’ button at the top
of the screen and recalling this .LST file. Each time you ‘Save’ it, the .BIN file will also be updated.

To load the images to an ATM or ATMs, you'll need to upload the new .BIN file into the Remote File
Browser and use the ‘Send Images’ job.

Reset = Clears all settings in the Image Pack Editor

SD Card (USB) Copy = This option allows you to create a collection in the Image Pack Editor and save it
to a USB or SD card so that it can be loaded directly at the ATM (rather than remotely through RMS).

Create or Open an existing LST file and click the SD Card (USB) Copy from the toolbar.

You'll be prompted to chose which drive you’d like the files copied to — and then you’ll be promoted to
chose which motherboard type should be created (ACU3/5 or ACU6):

o ACU Type — O b4

Select ACU Type

ACUS ACUB

Once you chose the type the files will be copied over. Then install the drive into the ATM and reboot to
copy the new advertisements.
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ATM Log Viewer

The log viewer contains a record of all incoming and outgoing commutations between the ATM and the

RMS Server. You can search by Date / Time and you can also search by ‘ATM Name’ or look for a specific

message in the ‘Msg’ field.

[ ATM Log Viewer

i Exportlist Print List

Time
2020-08-07 15:40:50
2020-08-07 15:40:50
2020-08-07 15:55:28
2020-08-07 15:55:29
2020-08-07 15:55:29
2020-08-07 15:56:29
2020-08-07 15:56:29
2020-08-07 15:56:29
2020-08-07 16:55:34
2020-08-07 16:55:34
2020-08-07 16:55:34
2020-08-07 16:56:35
2020-08-07 16:56:35
2020-08-07 16:56:35
2020-08-10 09:00:46
2020-08-10 09:00:46
2020-08-10 09:00:46
2020-08-10 09:01:59
2020-08-10 09:01:59
2020-08-10 09:01:59
2020-08-10 09:14:16
2020-08-10 09:14:16
2020-08-10 09:14:16
2020-08-10 09:15:33

Level
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

ATM
TYAHOD1234
TYAHOO1234
Onyx-W
Onyx-W
Onyx-W
Ony-W
Onyx-W
Onyx-W
Onyx-W
Onyx-W
Onye-W
Ony-W
Onyx-W
Onyx-W
Onyx-W
Onyx-W
Onye-W
Onyx-W
Onyx-W
Onyx-W
TYAHOO1234
TYAHOO1234
TYAHOD1234
TYAHOO1234

Msg

Updated status

Incoming call disconnected
Connected from 10.0.10.130:51286
Updated status

Inceming call disconnected
Connected from 10.0.10.130:51287
Updated status

Incoming call disconnected
Connected from 10.0.10.130:51288
Updated status

Incoming call disconnected
Connected from 10.0.10.130:51289
Updated status

Incoming call disconnected
Connected from 10.0.10.130:31416
Updated status

Incoming call disconnected
Connected from 10.0.10.130:51417
Updated status

Inceming call disconnected
Connected from 10.0.10.162:51128
Updated status

Incoming call disconnected
Connected from 10.0.10.162:51130

Options

From: | 2020-07-09 [i5]

To:[2021-07-23 5] | 235959 ] ~]

Level : | INFO

Search By
ATM Name :

Message :

Search

Total: 27523

Not that these logs can accumulate over time to several GBs of data. It’s advisable to purge these logs

from time to time or set a Scheduled Purge using the tools in the Database Backup / Restore Menu.
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Certificate Package Creator

While GenRMS can be configured to encrypt data between the ATM and the GenRMS server using

SSL/TLS keys — the program also allows for 3" party or custom certificate files to be loaded for

encrypting / validating data.

You would load these certificate (.PEM) files using this utility which will save them as a .BIN file in the

Documents folder under GenRMS Pro.

Then use the ‘Send Files’ Job to apply the certificate to the ATM.

You'll need to enable ‘Verify Host Certificate’ option in the Remote Monitoring section of the Setup.

See section for ‘Set Setup’ Job.

[ AtmSettingWindow

4 System
Password
Languages
Cash Dispenser
Card Reader
Ethernet
Madem
PIN Pad
Genlink
Camera
Hot Key Sequence
VSCAN
4 ATM
Transaction
Surcharge
Receipt
Settlement
EMV
BIN List
Fast Cash
4 Customization
Advertisement
Branding
Coupon
Remote Monitoring
4 Service
DCC
Digital Donation
Cash Pick-Up
NYCE Cardless Cash
Pop Money
LeadEx
LibertyX
DigitalMint
B4U
GivePay

ATM
RMS Password : [sessss

TCP Listen Port : | 18456

RMS Host {IPvd)
Address : |10.0.10.108
TCP Port : [18458
/| Accept connection from the host

[C] Save connection failure journals

I V] Verify host certificate NN ;

Schedule
Repert ATM status to RMS host pericdically
® Every[60 | minutes. (1~1400 min)
) Dailyat|3 O'Clock. (0~23 hour)
Report

Report when the ATM is out of service

[] Include journals whenever connected with the RMS host.

Send out of service status interval |01 ._ : (00

Security

[ Verify ATM application license

[] Use s5L

5L Port: 18430

Joumnal Count: |10

| (3~09)

OK

Caneel
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Tools Options Menu
This menu allows some options to help you identify potential problems or Out of Service machines more

easily.

Connection Warning Sign Time = (default = 1440 min / 24 hours) If an ATM has not successfully
contacted RMS within this period, then the ATM status icon in the Client Window will change from

p— . -
‘Good’ k=== to ‘Warning’ Fe—erd

You can adjust how soon the status change will occur in the box below.

™ options - O >

Connection Warning Sign Time

1440 (minz)

Alert Row Caolor (Client Screen)

Display Color  Qut of service ~ Low Cash =

Save | ‘ Cancel

The other option allows you to place a colored bar over ATMs that are experiencing an Out of Service
condition or are Low on Cash. You can specify the colors for both events. To set the Low Cash amount —
use the ‘Edit ATM’ function from the Client Window and go to the Alert tab.

Below is an example of the Out of Service - red stripe across the ATM information, which makes it stand

out among your list of machines.

AT Last Error Serial No Status
@ Test G2500 ATM - TYAHOO1234 In Service
B 62500 vSCAN TYAHOO3876 In Service
@ 51900 A3 CDNOT TYPWO12345 Qut Of Service
& Universal Kiosk ATM TYAKQ00126 In Service
TYKIO00024 TYKIO00024 In Service
&, Genmega ATM TYAHO12345

Page 44
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Toolbar Icons

At the top of the GenRMS Client window are a row of icons to quick start common functions within RMS.

< B S|EEE

r:Fb
- This will ‘refresh’ the Client window

b

2 = Register an ATM. This will open the Register ATM window (same as Edit ATM). Use this to
manually register an ATM into GenRMS Pro.

= Update ATM Status. This will open the Get Status Job for the selected ATM.

4 = Get Journal. This will open the Get Journal Job for the selected ATM.

Reboot ATM. This will send a Reboot command to the selected ATM.

Send File. This will open the Remote File Browser to choose a file to send to an ATM.
=
=
— =View Journal. This opens the View Journal window for the selected ATM.
+H
==

2l = View ATM Status. This opens the ATM Status Details page — same as if you double click an ATM
from the Client Window.

View ATM Setup Information. This will open the ATM ‘View Setup’ details (not for editing).

ATM Remote File Explorer. For ATMs with bidirectional coms, allows remote downloading.

-~/ = ATM Job Result. This opens a list of previous Job results for the selected ATM.

I (‘\ Page 45



GenRMS Professional

lji = View Error Codes. This will open a list of ATM error codes with descriptions and resolutions.

—' =View RMS Logs. This opens the RMS Communication Log window. (in / outbound connections).

-/ = RMS Remote File Explorer. This opens the Remote File Browser window to upload / manage

the file library.

ATM Groups

The left side panel in the GenRMS Client window is for managing your ATMs into Groups and sorting or
searching based on different criteria.

e Click on the ‘Group’ folders to display the ATMs contained within
ETak rou
- them. Right clicking on these group folders allows you to:

4 ' All ATM= (6) Create a Group

= Support (0)
e Rename a Group

|~ ] Closed Units (0)

Delete a Group
[

| Self Registered [0)

To move an ATM from one group to another, there are several ways you can do that.

From the main ATM Status panel, you can drag and drop the ‘Status’ icon of an ATM over into the
appropriate group folder to the left.

You can also right click on an ATM and go to ‘Edit ATM’ and select the Group Path at the top of the
window:

[ Edit ATM | >

Default Group
Group Path | / All ATMs []

Connectivity | Location | Contact | Alert

ATM Name :G-enmega ATM
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ATM Sorting Tools

& Qa9 S [

These icons which appear at the bottom of the ATM Group panel allow you to sort your machines into
some useful categories or criteria. For some of these to work (ex. Location or Owner) you need to enter
the appropriate information into the ‘Edit ATM’ window.

& Edit AT O x
Default Group
Group Path | / All ATMs B

Connectivity. Location | Contact | Alert
Address 1 [11011 Reg enq,f- Crest Drive
Address 2 [Suite 100

City |Dallas State TX
Zipcode | 75238 _ Country | USA .
Timezone C5T - Central Time v
Install Date | 2021-05-15

o
R Home, this takes you to the ‘Default Groups’ list.

= Location will sort ATMs by physical location (based on data entered in ‘Edit ATM’)

W

2
&

_—r

~— = ATM Model will sort your list of machines by the model name (G2500 / GT5000 etc)

2

= Owner will sort the ATMs on the Contact Name (based on data entered in ‘Edit ATM’)

FRm

BEE
Bl

= Custom Group will let you add an additional set of folders to group specific ATMs

Page 47
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ATM Status Panel Sorting

ATM Status of /Al ATMs [E Out Of Service IE ATM Search |

ATM Last Error Sernal Mo

At the top of the ATM Status panel are 3 tabs which can be used to quick sort terminals.

Default is ‘ATM Status of / All ATM’ - which will show the status of the primary group (All ATMs).
If you click a different group folder on the left panel, then the full folder path will show on that tab
name.

Out of Service

Clicking on this tab will show you only the terminals whose status is currently set to ‘Out of Service’ so
you can quickly identify which machines may need attention. Like the ‘Status’ tab, if you select a
different Group (folder) from the left panel —then you’ll only see the Out of Service terminals from that
specific group.

ATM Search
This tab allows you to search (All ATMs or a specific Group folder) for a specific ATM based on the
following criteria:

| ATM Status of LA ATMs | |=| Out Of Service| = ATM Search |

ATM Name ¥/ |

.............................

(ATM Name Serial No Term. Id Remote IP Group b
Serial Mo
Term. Id
Maodel
Remote [P
City

State
Board

Comm, Device

Contact Name

Select the search criteria from the drop down menu and type into the field box. Then click ‘Search’ to
sort by that data.
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Right-Click Menus

Right clicking on any individual ATM or Group of ATMs will give you access to most of the options and
functions from the previous section of the manual, as well as some additional tools only available from
this menu.

Below is the menu that opens when you right-click on a specific terminal.

FEST TR R W |

] leb v | 1 Get Status Il
[ 1 ]
| Scheduled Job ek et |
Get Cassettes Info

Instant Job |
| Reboot |
1 Job Result )
| Clear Journal Pointer

View Setup Initialize

View Journalz Clear Error Log

Delete lournals

Set Time

View Status Cash Management
View Statistics Set Setup

View Cassette Info. Send Files |

Send Images i
Send Extra BIN |
Send Debit BIN

View Sensor Info.
View Wireless Modem Log

Remote File Explorer

| Download Wireless Modem Log
Edit ATMs T o

Femove ATM from Group
Register ATM
Unregister ATM

Job Menu

Click on ‘Job’ from the above menu to open the Job menu shown to the right.

Below are definitions for all Jobs available from the Job Menu.

Get Status

This pulls the current ‘status’ of the ATM along with the setup details. If the ATM is ‘In Service’ or ‘Out
of Service’ the current cassette totals, application version, etc. All data you would find in the ATM
Status screen columns is updated and the ATM Setup Configuration.
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Get Journal

This will pull the electronic journal entries from the ATM. The Get Journal job allows you to specify how
and which journals are pulled. Once Journals are downloaded into GenRMS, they will remain in the
database until you’ve deleted them (Purge DB tools) or removed the ATM from GenRMS.

"™ Get Journals — O *

) Mew Journals

Download new journals

) Last X Journal

Downalod last | 100 journals

() By Date

Card Mo. (Last 4 Digits) :

() By Transaction Sequence Number

Card Mo. (Last 4 Digits) :

) By Card Number

Card Mo. (Last 4 Digits) :

Zet capture image

QK | | Cancel

New Journals: Pulls all Journal records from the ATM since the last time you performed this job. If you
have never pulled records for this ATM, it will download all Journals.

Last X Journal: Use the box to specify how many records you’d like to pull from the very newest going
backwards.

By Date: Specify a Date Range to pull records from —you can also enter the last 4 numbers of a specific
card to narrow your search.

Transaction Sequence Number: Specify a transaction sequence number (available from your Processor)

Card Number: Specify the last 4 digits of a card number for which you’re searching for.
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Once you've pulled Journals — you’ll need to use the ‘View Journal’ function to see or print them.

Get Cassettes Info

This will pull all the details you’d normally find on a ‘Trial Cassette Total’ report pulled from the ATM.

™| Get Cassette Information Option O >

[] Reset cassette status counters and reject counters after received

| QK | | Cancel |

You'll be promoted with the above message before the job runs, checking the box will reset the reject

counters, so that going forward you can collect new data.

To View the Cassette Info —right-click on the ATM and go to ‘View Cassette Info’

[™ Cassette Information
Start Date : |07-27-2021 15:33:19
Reject Analysis
Total Dispense : 2743 Total Long Count : [
Total Skew Count : |© Total Short Count : |0
Total Gap Count : 0 Total Double Count : |2
Total Reject Count : 2
Cassette #1 Cassette 22
Denomination : |20 Denomination : |0
Note Count : | 100 Note Count : |0
Remain Count : 100 Remain Count : |0
Reject Count : 2 Reject Count : 0
Test Reject Count : 0 Test Reject Count : 0
Cassette #3 Cassette #4
Denomination : |0 Denomination : |0
Note Count : |0 Note Count : |0
Remain Count : |0 Remain Count : |0
Reject Count : 0 Reject Count : 0
Test Reject Count : 0 Test Reject Count :
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Reboot ATM

This option sends a command to the ATM to Reboot the terminal — would be same as powering off and
back on. Different from Initializing — which is what happens when you back out of the OP Menu.

Clear Error Log

This will clear the ‘Error Summary’ found in the Reports Menu of the ATM Operator Menu.

To view the Error Summary in GenRMS — double-click on an ATM in the Status Panel and you’ll see the
following in the bottom right corner:

Error Summary

Lag Start Time
2021-04-08 11:30:16

Code  Count Description

20000 7 Mo cassette detected

CDMNOT 5 CDU did not respond to command
FO142 4

20004 4 Vault Door Open

FOOO1 3 Number of bills has not been enter
20013 3 Receipt Paper Empty

CANCE 2 Customer declined the surcharge a
FOOD2 1 Parameter has not been set [Surchi
Co0s0 1 Power failure at dispensing

Please note that after clearing the Error log — you will need to Get Status to pull the new report from the
ATM - otherwise you’ll continue to see the previous collected data.

Set Time

This allows you to change the date and time on the ATM. The options are to set a specific date and time
or to Sync the ATM with the RMS PC.

™ Set Time Option Windows O *

Synchronize with RMS server date and time

Specific Date and Time

A
&
Pl
Lo
(]

[

| 0K || Cancel
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Cash Management

This menu provides the functions you’d find in the ATM ‘Settlement’ menu, including the ability to
change the bill counts and to do Cassette Totals / Day Totals.

" Cash Management Window O b4

Trial Cassette Total =

........................................................................................................

Cassette Total
Set Bill Count
Trial Day Total
Day Total

foT &3,
Lol #a:

C5T#4:

| OK || Cancel |

The ‘Trial Cassette Total’ or ‘Trial Day Total’ reports will update the Totals within GenRMS Pro and also
add that report to the ATM Journal. If you run this report and then download the last few Journal
records, you’ll see the report.

Cassette Total / Day Total — these also work as if you're running them from the ATM — The Day Total
report will reset your Terminals / Host totals and record that in the Journal.

The Cassette Total report, which zeros out the values in the cassette(s) — you’ll need to enter the new
number of bills otherwise the bill count will be zero, which will cause the ATM to go out of service
(FO001 — Enter Number of Bills) — RMS will warn you before doing so that sending zero notes will result
in the ATM going out of service. This may be necessary if you need to take an ATM out of service
because there are no bills.

To ‘Set Bill Count’ — choose whether to Add notes Motes of Cassettes
to an existing total amount — Set notes will replace Set Motes -
whatever value is currently stored - Subtract notes CST#1: 350 Add Notes
will deduct the amount you enter from the stored CeT 27 iSetNotes |
amount. These work just as if you entered them from e Subiraet Notes
the ‘Settlement’ menu at the ATM.

C5T#4:
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Set Setup

This job allows you to change virtually all setting / configuration at your ATM with the exception of
Master Keys (must be entered via the ATM encrypting keypad) and the ATM Serial Number. This
includes setup and configuration for the various extra services or applications like Bitcoin or Cardless
transctions.

= AtmSettingWindow — O X
Pl System|
Batawni Hardware
Languages Serial Number: TYAH001234
Cash Dispenser
Card Reader Machine Type : G2500

Ethernet
Modem
PIN Pad LCD Size: 8
Genlink

Camera

Hot Key Sequence
VSCAN

4 ATM

Board Type: ACU7

Storage(Total) : 40639 MB ( 426,131,456 Bytes )
Memory(Total) : 935.57 MB { 981,020,672 Bytes )

Transaction [ system Speaker
I Surcharge System reboot with a hotkey
Reec Reboot Time: | AM | | 03:00
ettlement
EMV Flicker Interval : | SLOW
BIN List
Fast Cash
4 Customization
Advertisement
Branding

Coupon

Remate Monitoring
4 Service
DCC
Digital Donation
Cash Pick-Up
MNYCE Cardless Cash
Pop Money
LeadEx
LibertyX
DigitalMint
B4U
GivePay

0K ‘ ‘ Cancel

Click the Headings in the left column to view the options available to modify and send. Note that some
options may be ‘greyed-out’ (unable to change) or may not show at all based on the version of ATM
software loaded and the hardware configuration of the ATM your connecting to.

Set Setup also works for groups of ATMs — if you wish to change one setting across a group or groups of
machines. Right click a group of ATMs and choose the ‘Set Setup’ job — however make sure that you
only change the option you wish to apply to all those machines.

Another use for the ‘Set Setup’ job is to help program a terminal being setup or installed in the field. If
the installer can program the basic RMS settings and perform a ‘Test Call’ from the ATMs RMS menu,
once the machine appears in the ‘Self Registered’ menu, you can configure all the settings for that ATM
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and have the job set to ‘Run the job when ATM contacts server’ in the Run Job screen. Then have the

tech on site do another ‘RMS Test Call’ and the setup will be uploaded when the ATM connects.

Send Files

RMS allows you to update software on your ATM by sending the correct ATM application file using the

Remote File Browser. This is where you store any ATM software files, graphics or BIN lists.

™ Remote File Browser - O =
Refresh Upload Download MNew Folder Delete Rename
A\
=\ Name Date created Type Size
=| ACE_A6DatePatchUD.EIN 1/2/2020 10:02:00 AM  File 7,799 B
=| ACE_G19A6C050037UD.BIN 8/19/2020 2:56:24 PM File 5,700,753 B
= ACE_G19A6P050037(EM1437)UD.BIN 8/20/2020 4:43:58 PM File 6,381,231B
=| ACE_G25A5V030034{EM1334)UD.BIN 4/2/2021 11:12:23 AM File 2,380,817 B
= ACE_G25A5V0350039(EM1639)UD.BIN 471272021 3:47:36 PM File 4522270 B
=| ACE_G25A6C050035UD.BIN 6/3/2019 5:50:02 PM File 49572298
=| ACE_G25A6C050036UD.BIN 12/16/2019 10:54:27 AN File 5185770 B
=| ACE_G25A6C050037UDLEIN 6/8/2020 11:59:46 AM  File 5615091 B
=| ACE_G25A6C050038aUD.BIN 10/26/2020 4:29:43 PM  File 5092979 B
=| ACE_G25A6C050038UD.BIN 9/28/2020 9:42:04 AM  File 5992938 B
= ACE_G25A6C050039UD.BIN 3/23/2021 3:05:23 PM File 6,364,597 B
[] Use legacy file transfer protocol. (Check this option if you have file sending error frequently)
Select Cancel

When Genmega distributes ATM software for loading via memory device (USB / SD card) there are

several files that get copied to the memory device in order for it to be uploaded manually. However

there is only one file that needs to be sent when updating use GenRMS.

First it’s important to understand how the ‘Program’ or BIN (binary) files are named, so you can

understand what file you’re looking to upload.

Example: ACE_G25A5V050039(EM1639)UD.BIN

G25 = G2500 ATM (the model of the ATM)

A5 = ACUS5 / ACU3 Mainboard

V050039 = ATM application version

(EMxxxx or CNxxxx) second

ary version information

UD or ON = UD is Update (does not delete programming) / ON is a Full Install (will wipe out all

programming)
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When you download new software from Genmega — you’ll look in the folders that you normally would
copy over to the SD card or USB drive to find these ACE files.

Use the Remote File Browser to ‘Upload’ these files. Click ‘Upload’ and you can navigate your computer
or memory device and select the appropriate file per above.

You can also create folders to help manage all the files — Clicking ‘New Folder’ will create folders and
‘Rename’ can be used to change the names of files or folders.

For example if you upload a BIN file called: ACE_G19A6C050037UD.BIN

It’s ok to rename that file to ‘G1900 ACU6 ATMPlus C050037 Update’ so that it’s easier to recognize
which file you are about to upload.

You can use ‘Delete’ to remove files from the list — if you wish to remove a sub-folder you've created,
make sure to delete any files from within that folder first.

[] Use legacy file transfer protocol.

At the bottom of the screen there is a check box for ‘Use Legacy File Transfer Protocol’ — this exists for
cases where you attempt to send a file to an ATM, however it’s giving errors each time you try. Clicking
this box will download the file much more slowly — which in some cases will allow the download to
continue.

Update versus Full Install

Sending an Update file to an ATM will only update the version — not require reprogramming for terminal
settings. You can also use this to go from a newer software to an older or previous version if needed.
You can also use update to go from one software type (US Standard , ATM Plus, PAI) to another — it’s ok
to just replace one with another using an ‘Update’ file.

Full Install files on the other hand (end in letters ON) will delete all settings from the ATM and render it
inoperable until someone can restore the basic programming. Do NOT send Full Install files to an ATM
unless you have someone on site to program or you wish to intentionally take it out of service.

Mainboard Type

GenRMS will detect the mainboard type when the machine first connects and updates it’s status, if you
attempt to send a file meant for an ACU6 mainboard to an ACU3-5 (and vice versa) it will warn you that
the mainboards types do not match. However if you ignore the warning it will still allow you to send the
file which can take the motherboard out of service — which may require sending it back to Genmega for
repair / reflashing.
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Send Images

Send images will send ad campaigns that were created using the Image Pack Editor see GenRMS Pro
Toolbar Menu = Image Pack Editor earlier in this manual.

Graphics packaged with the Image Pack Editor are saved to the Documents \ GenRMSPro folder on your
computer. Click ‘Upload’ in the Remove File Browser and add the graphics file you saved.

Select the campaign from the Remote File Browser window and chose which ATM or ATMs it should be
sent to. You can send the same graphics to multiple ATMs, however make sure that the model of ATM
being selected matches the graphics you created. Example, if you created a graphics package for the
Genmega G2500 — which has a screen resolution of 800x480 pixels, you can send that to any other ATM
with the same screen resolution (1700W / GT3000 / G1900 / G2900 / G3500) — however you should NOT
send that to an Onyx (1280 x 800) or a GT5000 (1024 x 768).

Unlike the Send File job which will check the ATM model type in effort to help prevent loading the
wrong software to an ATM — the Send Image job cannot work that way, so it’s possible to send the
wrong sized images to a machine.

Send Extra BIN / Send Debit BIN

ExtraBIN lists are updated to the ATM from RMS via this Job. Using the BIN File Editor outlined earlier in
this manual — click ‘Upload’ in the Remote File Browser and add the BIN file you created to the list.
From there you can select the ATM or ATMs which will receive the BIN List file.

Note that Debit BIN is only available to software version that support that function.

Download Wireless Log

This refers to the now discontinued GenLink 3G modems - this is no longer supported.
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Below Jobs in the Right-Click Menu are the following:
Scheduled Job / Instant Job / Job Result
These are shortcuts to the functions shown previously in the ‘Job’ menu at the top of the Client window.

By right-clicking on an ATM or Group of ATM and selecting any of the above items, it will open the Job
Manager screen for that ATM or Group of ATMs — rather than having to select the specific ATM(s) when
opening directly from the Job Menu at the top of the Client Manager window.

View Setup

Right clicking on an ATM or Group of ATMs and selecting View Setup will show you the current Setup
Report configuration for that ATM or Group of ATMs. Note that you cannot modify settings from the
View Setup report — you can only make changes from the ‘Set Setup’ Job.

Print a logo
B Print receipt when commnunication error

| Display receipt selection page

When viewing or modifying the Setup from a Group of ATMs — if all the selected ATMs have the same
setting ‘Enabled’ — you’ll see a check-mark in the box, however if the group has some machines with
that option enabled and some disabled — you’ll see a black square (per above example). If you have an
empty box, then none of the selected ATMs have that option enabled.

If you wish to change the value and have all of the ATMs either ‘Enabled’ or ‘Disabled’ you can click the
black box icon and turn it into either a check-mark (enabled) or a blank square (disabled).
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View Journal

This will open the Journal Viewer for the selected ATM — you have the option to select a Date range and

also the ‘Type’ of transaction from the drop down menu.

From the options at the top of the Journal Viewer, you can export

all the Journal records to a CSV (Comma Separated Values) which

can be opened with Excel. You can also move the column

headings left and right (click and hold) to reorder the Journal

information.

If you double-click on a Journal record, you can view all the

details of that transaction include any photos take if your

ATM is equipped with a GenCam device. This information

can be printed from this detailed screen.

There are options at the bottom of this panel to save or

IGEN@

" Journal Viewer - Test G2500 ATM (QADGIMP) O X
Export List PrintList Print Journals
Journal Id Event ErrorCode Summary Options
52391 Normal Tran. Withdrawal FROM CHECKING CARD;™****** ) —
52330 Normal Tran. Balance FROM CREDIT CARD:=****+++=100¢ Frgn | S0 G120 a5
52388  Normal Tran. Withdrawal FROM CHECKING CARD;* "+ Ta: | 2021-08-06 {1s]
52388 MNormal Tran. Withdrawal FROM CHECKING CARDys***= Type : 7 Al |
52387  Normal Tran. Withdrawal FROM CHECKING CARDy***=**** )
52386 Normal Tran. Withdrawal FROM CHECKING CARD;™*=****
52385  MNormal Tran. Withdrawal FROM CHECKING CARD;*******
52384 In Service
52383  Connected RMS
52382  QutOf Service FO128
52381 Power ON (05.00.40)
52380  OutOf Service FO128
52379 Start OP Master - Started OP Mode
52378  Out Of Service Fo128
52377 Changed Route 1D LX_(NONE) to LX_QADGIM
52376  Changed Term, ID LX_(NONE} to LX_QADGIMPTW
52375  Start OP Master - Started OP Mode
52374  Day Total ATM TCW:0 TCB:0 TCT:0 TAD:50.00 TAS:50.0C
52373  Connected RMS
52372 In Service
Search

Total: 12596

"] Jaurnal Detail Viewer u]

i Print

(00324) 2020-09-30 09:36:26
TRANSACTION - NORMAL TRAN,
* WITHDRAWAL =

Terminal LK549655 (SEQ 0051)
ACCOUNT FROM CHECKING
CARD DATA, roses 6412
REQUESTED : $20.00

HOST DATE, TIME 2020-09-30 07:36:11
AVAILABLE BAL $0.00

AUDIT NO, NET ID 123494, 26
BUSINESS DATE 2020-09-30
RETRIEVAL NO 00DD00STD3NA
DISPENSED $20.00

SURCHARGE $2.00

BALANCE $3333.00

Capturel | Capture2 |

Open capture file in file explorer

Save capture file
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copy the GenCam photos as well.

Journal Delete
In order to clear up space and prevent the Database from exceeding its maximum allowed size (11GB)
you can use this Journal Delete menu to purge unwanted entries from the database.

™ Journal Delete O >
Date
From: (20210723  [3g)|
To:[2021-08-06  [13) |
Type
All
Transaction

Cash Management
Cperation

Accounting

Delete

Select a date range and then the type of records you wish to delete.
*** Deleting these records will be permanent ***

The RMS Server Manager Menu has a database purge function described later in this manual — that
allow you to delete older journals that no longer need to be saved for across the entire database.
However there are limitations within SQL as to how much data can be deleted at once — this means that
if you have lots of ATMS with Journals being stored, then you may have to delete small sections of dates
at a time.

Using this Journal Delete tool will allow you to purge from one ATM at a time, which can help when the
global purge tool is being overwhelmed.
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View Status
Selecting View Status will pull up the following information screen for the ATM you’ve selected.
- Note you can also pull up this screen by double clicking on an ATM in the Client Manager Window.

[ ATM Status Details m| X
ATM
Name : G2500 VSCAN Alert Send : Enable
ATM Model : G2500 Alert Emails :
Serial Number : TYAHO09876
Zip Code: 75238 City : Dallas
State : Texas Country : USA

Address 1: 11011 Regency Crest Drive
Address 2: Suite 100
Contacted ATM Time : 1999-11-01 10:09:39

Version System
BIOS: V06.01.12 Board Type : ACUG
Application: V05.00.35 Total Storage : 168.94 MB (177,143,808 bytes)
Service: EM1639,DC10) Free Storage: 132.08 MB (145,735,680 bytes)
CDUROM: CDUUTTVO92AAG Total Memory : 105.96 MB (111,108,096 bytes)
SPR (Printer) : LPUS0 Free Memory: 65.70 MB (52,088 928 bytes)
EPP (Pin Pad): V04.00.00
MCR: V3.0 Error Summary
U S i Log Start Time
MG Poracel: 20 2020-06-18 09:45:14
cou Code Count Description =
Cassette Number Denomination Bill Count FDNOT 18 PINPAD Communication Error
1 20 200 MDNOT 12 CARD READER Communication Error
2 0 CDMO1 9 CDU did not respond to command
% 0 0 FO10A 5 LibertyX Master Key is empty
4 0 FOO30 3 EPP secure mode password set to de
FOOOT ] Mumber of bills has not been entere
ADNO1 3 Mo response from printer in 30 sec.
D2511 3 Communication error while sending

This information is updated when you Request Status for an ATM.

Some of this information (like Location and Alert details) is pulled from the ‘Edit ATM’ menu. Note that
if you make changes to the ‘Edit ATM’ menu, like address or alert settings, they will only update on this
screen when you request a fresh ‘Get Setup’ job.
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View Statistics
This statistics menu will pull information from all the available journal records for the selected machine.

[™] Statistics Viewer - Test G2500 ATM (QADGIMP) — O W
ST |t [] Closing time of day(0 ~ 23 h)
Date: |2021-07-06 ~ | 2021-08-06 G " eench ‘ ‘ Print
Transaction Statistics Error Code Statistics
Widthdrawal : 15 Approved: 18 E. Code Count
D2500 153
Transfer: 0 Denied: 0O
FO128 3
Balance: 1 Reversals: O FOOOT 3
Surcharge Decline: 1 Failed Reversals: 0O CANCE 1
pcc: 0 Requested Amount : §1,840.00
Donation: 0 Dispensed Amount : §1,840.00
Mon Surcharge: 0 Donation Amount: 5000

Surcharge Amount:  $30.00

Daily average of Withdrawal Transaction

# of Widthdrawal : 7
Dispensed Amount:  $920.00
Surcharge Amount:  $15.00

Dispensed Amount / Withdrawal

Amount: $122.67

Select a date range (or hour range) and the records pulled from the Journal records will provide the
listed statistics — including error codes that were found during that same range.

The ‘Dispensed Amount / Withdrawal’ value is the average amount withdrawn per transaction.
In the above example — Dispensed amount = $1840 divided by Withdrawals = 15 is $122.67
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Cassette Information

This report is updated from the ‘Get Cassette Info’ job — it contains the details from each available
cassette(s) for that machine along with the ‘Reject Analysis’ report which shows the number of notes
rejected for period of time (Start Date) and the reasons for the rejects.

™ Cassette Information | o
Start Date - | 07-27-2021 15:33:19
Reject Analysis
Total Dispense : 32 Total Long Count : o
Total Skew Count ; |© Total Short Count : |0
Total Gap Count : 0 Total Double Count : |0
Total Reject Count o
Cassette #1 Cassette #2
Denomination : |20 Denomination : |0
Note Count : |30 Note Count : |0
Remain Count : [318 Remain Count : |0
Reject Count : 0 Reject Count : 0
Test Reject Count : 0 Test Reject Count : 0
Cassette #3 Cassette #4
Denomination : |0 Denomination : |0
Note Count : |0 Note Count : |0
Remain Count : |0 Remain Count : |0
Reject Count : 0 Reject Count : 0
Test Reject Count : 0 Test Reject Count 0

To reset the ‘Start Date’ check this box below when doing the ‘Get Cassette Info’ job.

IGEN@

Page 63



GenRMS Professional

™| Get Cassette Information Option O x

QK | | Cancel

View Sensor Info

This function was added to ATM software as of 05.00.39 version (ACU6/ACU7 mainboards only) and
requires GenRMS Pro V2.5.11 to support.

If a sensor error occurs at the ATM from the Dispenser (CDU) or Printer (RPU) or Card Reader (MCR)
then that sensor status data is uploaded to RMS from the ATM to let you know specifically where the
problem is located. Onthe Client Window — ATM Status, a ‘View Sensor’ button appears, or you can
manually right click and select ‘View Sensor Info’.

= IV TaEE ]

Serial Mo Status App!
TYAH001234 Out Of Service V05.00.40
TYAHO09876 In Service V05.00.40

Below is the Sensor Status
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™ Atm Sensor Viewer — | b
cou
/W Version : | CDUUT0V092AAS Type: [scous | Mum of Cassette : |1
Sensor Status:  0A-08-00-00-00-00

BT B& B3 B4 B3 B2 B1 BO
04 SKRA SKLA GTR/L
05 EXIT IDA
06
o7
08
09

RPU
FAW Versian : [RPUS4 | (3 inchj
Paper Check : D.I:—I'E'Cf | Jam Sensor : [NO JAM
Paper Insert : [DETECT Lever Sensor : |CLOSE
Cutter Sensor ; [NORMAL
MCR
F/W Version : [VT10 .
Front Sensor: |NO DETECT | Rear Sensor : |NO DETECT

The top section is for the Cash Dispenser (CDU).

F/W Version will show the firmware version installed on the dispenser control board.
CDUU10V092AA5 = V09.2A.A5 is the firmware.

Type is the model of dispenser installed in the ATM (TCDU / SCDU / HCDU / etc)
Number of Cassettes installed in the ATM.

For ‘Sensor Status’ anything showing in [RED] means the sensor is currently blocked.
The values (GTR / EXIT / SKRA etc.) are the names of the individual sensors.

To see where the individual sensors are located — click the ‘lmage View’ button and you’ll see an
illustration of the dispenser with the sensor locations marked.
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[ 5CDU3 Image - O *
Gl slla,
]—’ o
TO CASH TRAY
FRONT
18T CST

In the example above the GTR/L sensors are showing in red as blocked.

With this information you can provide the location or the tech on site with the specific sensors that are
causing the problem.

The lower part of the ATM Sensor Viewer window shows the sensor status for the Printer (RPU) and the
Card Reader (MCR). For example if the Printer Feed Lever is open, the text for ‘Lever Sensor’ will say
OPEN in red. Once the error is cleared, you can recheck the sensors with a Get Status job.

Wireless Modem Log

This refers to the now discontinued GenLink 3G modems — it allowed downloading of log files related to
those modems. This function is no longer used.

Remote File Explorer

For ATMs where you have bidirectional communication (meaning you can connect from RMS to the
ATM) — The Remote File Explorer will allow you to pull log files directly from the ATM.

If you're able to connect with the ATM — the window below will populate with any available files.
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™) Test G2500 ATM - 10.0.10.173:18456 *
H ==
b~

File Date Modified Size
\T:nl000JNL 8/20/2021 11:08:24 AM 2588
\TxLog0806.loz 8/20/2021 11:08:24 AM 26451
\TuLog0810.loz 8/20/2021 11:08:24 AM 5962
\TxLog0809.loz 8/20/2021 11:08:24 AM 35898
\TuLog0817.loz 8/20/2021 11:08:24 AM 6365
\TxLog0807.loz 8/20/2021 11:08:24 AM 61767
\TuLog0808.loz 8/20/2021 11:08:24 AM 69943
\Txlog0812loz 8/20/2021 11:08:24 AM 20540
\TuLog0813.loz 8/20/2021 11:08:24 AM 22608
\Txlog0814.loz 8/20/2021 11:08:24 AM 61276
\TuLog0815.loz 8/20/2021 11:08:24 AM 69584
\TxLog0820.log 8/20/2021 11:08:24 AM 306306
\TxLog0816.loz 8/20/2021 11:08:24 AM 29543
\TuLog0819.loz 8/20/2021 11:08:24 AM 17347
\TxLog0811.loz 8/20/2021 11:08:24 AM 5485
\TuLog0818.loz 8/20/2021 11:08:24 AM 10145
\TxLog0805.loz 8/20/2021 11:08:24 AM 10809

Remate File Explorer

Click on an individual file or select several and then click the ‘arrow’ icon at the top to download.

By default it will save the files to your ‘My Documents’ folder, however you can select alternate location.

The green arrows icon at the top will refresh the list.

Edit ATM

This screen allows you set the communication parameters, details specific to the location or placement

and also assign alerts / notifications.

IGEN@
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™ Edit ATM O e
Default Group
Group Path | / All ATMs [-]

Connectivity | Location | Contact | Alert

ATM Name |[Test G2500 ATM |

ATM Serial Mo | TYAHOO1234
RMS Password | 3233333
Comm. Device | TCP/IP k- [] Inbound Only

IP Address | 10.0.10.173 Port | 18456 [ ] Use SSL

[ ] Update ATM IP address automatically
[ ] RMS Journal Auto Send

Protocol Timeout (ms) | 10000

Memao

Test Connectic:n| | Save | | Cancel |

Default Group
- Shows the current ‘Group’ that the ATM has been placed in — to change the group click [...] button.

ATM Name
- This can be anything, the location name or any text that you would like to associate with this ATM.

Serial Number

- This cannot be changed and is the key index for the database. The serial is programmed at the ATM
and should match the sticker in the top cabinet that was assigned during manufacture to prevent
accidental duplicate entries.

RMS Password
- Default password = 333333 / when RMS connects to an ATM, both the Serial Number and Password
are check before a connection is established.
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Comm. Device
- Options are TCP/IP or Modem (dial-up)

Inbound Only
-The [ ]Inbound Only box should be checked if this ATM has One Way Communication — meaning that
the ATM must connect into RMS to initiate communication.

IP Address and Port (TCPIP) or Phone Number (Modem)
- For ATMs where you have Bidirectional Communication or Wireless / Cellular Box — this field is where
you enter the IP address. For ATMs on dial-up it will be the telephone number to the ATM.

Use SSL

- This option will encrypt all data being sent or received between the ATM and RMS with SSL encryption,
same as the ATM transaction. Please note that RMS data is already encrypted, and we are not sending
any sensitive data (like card numbers) in the messages. However if you’'d prefer to use this higher level
encryption, then you must first enable SSL on the ATM side (via Send Setup Job, or have someone on
site enable that in the Remote Monitor Menu) — and then you should check this box to complete the
setup. Note: if one side is set to SSL and the other side is not — you will not be able to communicate
using RMS until these settings match on both ATM and RMS.

Update IP address automatically
- Checking this option will update the IP address of the ATM at each connection. This will be the IP
address that the ATM is connecting from.

RMS Journal Auto Send

- When this option is checked, the ATM will upload ‘new’ Journal records at each communication. New
Journals means anything that occurred since the last upload.

Note this can also be set from the ATM side in Remote Monitor Menu -> Journal Send

Protocol Timeout
- Default value = 10000 ms / recommended to leave this value at default.

Memo
- This is a ‘free text’ field, you can add any notes or details about this ATM or the location.

Location
- If you click the ‘Location’ tab on the Edit ATM window, you can add the details about where this ATM is
installed, including the time zone and the installation date.
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Contact

- If you click the ‘Contact’ tab on the Edit ATM window, you can add details about contact personal or
even technical contacts for this specific ATM / location.

Alerts
This tab in the Edit ATM window is where you set all the Alert options for GenRMS to send emails or text
messages to people responsible for the ATM or anyone else that should be notified when there are

issues with the machine. Email Alert setup is done in the ‘Settings’ menu on GenRMS Server which is
covered later in this manual.

Connectivity | Location | Contact | Alert

Conditions
[] Alert Notification
[] Low Cash  Limit (%) [0 [] Send alert once

[] Service Status Change
[] Send Email/SMS at every connection

Recipients
Alert Emails : |support@genmega.com
Alert SM5:

Alert Notification
- Checking this box will send Alert Notifications to anyone in the Email / SMS Recipient list.

Low Cash

- Check this box and setting a ‘Limit’ value, RMS will send an Alert as soon as the ATM cash amount
reaches this threshold. By selecting ‘Send alert once’ you will only receive one notification and not be
re-notified each time the machine connects after the first notification was sent.

Service Status Change

- Sends an alert if the ‘Status’ of the ATM Changes — this is useful if the ATM has not checked in, and the
status changes to ‘No Connection’ (yellow exclamation mark) — Normally you would be alerted if an
‘Error’ or Out of Service condition is reported.

Send Email / SMS at every connection
- As the title suggests, this will send an alert message any time the ATM connects to RMS.

Recipients
- The recipients are those that will receive email(s) or Text (SMS) messages when an Alert is sent.
If you're adding more than one email in that field, separate the addresses with a comma ‘,’.
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For ‘texting’ or SMS messages, you need to format the recipient phone number as an email address per
below:

ATT = cell-phone-number@txt.att.net

Sprint = cell-phone-number@messaging.sprintpcs.com
T-Mobile = cell-phone-number@tmomail.net

Verizon = cell-phone-number@vtext.com

Please check with your cell phone carrier for more details. You can also see the above information if you
click your mouse cursor in the ‘Alert SMS’ field.

Recipient Managing / Groups
You can set up ATMs individually so that each machine only goes to those responsible, however you can

also manage Alerts based on a group of ATMs or even to all ATMs.

To do this, right-click on a group of ATM in the GenRMS Client window and select Edit ATMs.
Remember that any changes made this way will affect all machines in the group.

Connectivity | Location | Contact | Alert

Conditions
[m] Alert Notification
[m] Low Cash  Limit {$) | 200 [m] Send alert once

Service Status Change
[] Send Email /SMS at every connection

Recipients
Alert Emails :

Alert SMS :

Note — when making settings for a Group or more than one ATM — if the individual settings between
those machines are different, then you'll see a black square. This means that some ATMs in that group
have the option enabled and some disabled. If you leave the square alone, those individual settings will
remain the same — however if you click it and either check or uncheck the box, then all ATMs in that
group will now have the same setting.

Register ATM
- Use this to manually add an ATM into RMS.
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Unregister ATM
- This option will completely remove an ATM (and all of its data) from RMS. You can re-add the same
machine again, however any saved data will not be restored.
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GenRMS Server Toolbar

The GenRMS Server application has a row of icons which help to manage the Database and control some
options for Dial-Up modems and the Email Alert system.

While the RMS Server is operating these menu items will be unavailable. You must ‘Stop’ the service
before the icons will be come active.

L® GenRMS Server 2.5.17 - PROFESSIONAL

: | - .J..,. ! _L’_i. | -.\..I [Z 5:.\_'-'};\
1==1=1- -2 i

~

P
[ B )
N Start / Stop RMS Service

These controls will Start (arrow) and Stop (square) the RMS Services. Specifically, ATMs can only
connect and RMS can only process jobs and tasks with this service running. If you stop the service then
no machines can connect. If you have a GenRMS Client window open and you stop the service, you’ll

get an error ‘Exception connecting to the broker’ and the Client window will close.

:__

Backup and Restore Database

This menu allows you create backups of your RMS Database and also to purge unneeded data from the
database in order to free up more space.

Within this menu, use the ‘Schedule Setting’ button to set up an automatic backup or data purge option.

If you intend on storing Journal records for a number of ATMs, this can fill up your database capacity
over a period of time — therefore we highly recommend that you set a ‘Purge Schedule’ to delete
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- .'.?:'.n
— Database Settings

This icon will pull up the Database Setting menu (see section ‘First Run of GenRMS Server Manager’ at

the beginning of this manual) — You shouldn’t need to make any changes in this menu once GenRMS Pro
is successfully installed.

E

Database Upgrade

Whenever you upgrade GenRMS Pro to a newer release — after installing the new Server and Client
applications, you need to click this icon to ‘update’ the database to match any changes from the new
version. This just takes a moment and only needs to be done once following an upgrade to GenRMS.

s

Log File

This icon is a shortcut to open the folder containing the GenRMS Pro Log Files. The log files are stored
each day and contain every inbound / outbound connection and process that RMS does. These can be

helpful for troubleshooting issue, however they can also take up a lot of space over time —so it’s good to
delete them from time to time using the Database Purge utility.
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Settings

This menu contains several options including the setup for Email / Text alerts and also if your GenRMS
Sever computer will use a Dial-up telephone modem.

L Settings -
General | Notification Modem Bridge
Metwork Outbound

Maximum thread count : |20

Log
[] Write logs into database

Use custom connection

Connection String :

RMS Password check
[ ] Check RMS Password when inbound from ATM.

Maximum thread count: This is maximum inbound / outbound connection that can occur at once.
The default is 20

Use Custom Connection: GenRMS Enterprise version only ?

RMS Password Check: This compares the password from an inbound ATM connection with the
password that is currently stored in ‘Edit ATM’ settings. By checking this box, if the passwords aren’t
matching, the connection will not be allowed. This setting affects all ATMs stored in RMS.
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Notification
The Notification tab is the setup for the Email / Text (SMS) Alert system.
You need to use an active email account as the launching point for RMS to send alerts or texts.

If you’re using a Gmail or Yahoo (ect) — do an internet search for how to SMTP settings for your email
provider —that will give you the address & port and whether or not SSL is required for setup.

£ Settings — O x

General | Notification | Modem Bridge

Email Server (SMTP}

Address [smtp.gmail.com | Sender Name |Genmega
Port |465 Use SSL Reply Address |GenmegaRMS@gmail.co

Legin |0 |GenmegaRMS@gmail.com

Password (*eessssssss

Test SMTP Server

Email Testing Addresses Test Email Setting

Default Recipients

Email Addreszes [5 upport@genmega.com; jmacdougall@genmega.com

SMS Addreszes

Ignore Error Codes

| OK | | Cancel

Once setup — use the ‘Test Email Setting’ to verify that it’s working.
(put a recipient email in the field to test with).

Default Recipients - Email or Text (SMS) are addresses you wish to receive all alerts and messages. You
can also set the recipients at the individual ATM or Group level using the ‘Edit ATM’ screen. You can add
multiple addresses to these fields, just make sure they are separated by a semi-colon, not a comma.

Ignore Error Codes — This allows you to specify certain error codes that you don’t want to be alerted to,
for example if the vault door is opened (code 20004) you may not want to receive those alerts.
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Modem Bridge

If you are going to use a Dial-Up modem(s) on your GenRMS Server PC, then you'll need to enter this tab
and select the option for ‘Use Modem Bridges’.

Before GenRMS can use your modem, it first must be installed and recognized by Windows as a device.
Follow the manufacturers instructions and use the appropriate driver so that you can see the modem
listed in Device Manager (Windows).

In Windows Control Panel — you can search Phone and Modem to see more options related to modem
setup. However once you’ve properly setup the modem in Windows, then RMS can begin using it to dial
out.

Some notes regarding Modem / Phone Lines:
Most telephone lines are now part of your internet service which means they’re VOIP (voice over IP)
rather than the old ‘analog’ phone lines.
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